
Install NETCAT in Kali 

 

 

• TRANSFER FILE BETWEEN TWO VM’s 

Commands used here are: 

1) nc -lvp <port-number> > file_name 

This command makes the machine act as server to listen the requests and respond. By the 

command 

“> file_name” it adds the data sent from the client to the file 

2) nc <ip-address> <port-number> < file_name 

This command makes machine act as a client to send requests to the server. By the 

command 

“< file_name” it sends the file to the server. And Ip address is of the listening machine 

Here the file created in ubuntu sample.txt is transferred to kali linux and stored as file.txt 

through netcat. We can do the vice-versa as well. 

 

Ubuntu VM (Client-Sending) [ip-address = 192.168.23.148] 



 

Kali Linux VM (Server-Listening) [ip-address = 192.168.23.109] 

 

 

 

• CHAT APPLICATION 

In all the cases below two commands are used: 

1) nc -lvp <port-number> 

This is used for listening for request for connection from the client (Acting as server) 

-lvp means -l (listening), -v(verbose : used for displaying logs/description displaying), -p (port) 

2) nc <ip-address> <port-number> [For linux/ubuntu] / ncat <ip-address> <port-number> 

[For windows] 

This is used to send the connection request (Acting as client) and Ip address is of the listening 

machine 

1. Between two VMs 

VM1-Ubuntu (Listening) [ip-address = 192.168.23.148] 



 
 

VM2-Kali Linux [ip-address = 192.168.23.109] 

 
 

===================================================================== 

 

VM1-Ubuntu [ip-address = 192.168.23.148] 

 
 

VM2-Kali Linux (Listening) [ip-address = 192.168.23.109] 

 
 

 

2. Between VM and Machine 

VM (Listening) [ip-address = 169.254.159.132] 



 
 

Machine [ip-address = 172.18.15.120] 

 
 

===================================================================== 

 

VM [ip-address = 192.168.23.148] 

 
 

Machine (Listening) [ip-address = 172.18.15.120] 

 
 

 

3. Between Two machines 

Machine 1 [ip-address = 172.18.15.120] 



 

Machine 2 (Listening) [ip-address = 172.18.1.192] 

 

===================================================================== 

Machine 1 (Listening) [ip-address = 172.18.15.120] 

 

Machine 2 [ip-address = 172.18.1.192] 

 


